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Abstract—Online voting systems have encountered significant challenges such as voter privacy, security, and 

tampering. This paper proposes a secure online blockchain voting system that addresses these issues by utilizing blind 

signatures and ring signature techniques. Our system ensures voter privacy by using ECC blind signatures that enable 

voters to sign their ballots anonymously without disclosing their identities. The system's integrity is ensured by ring 

signatures that allow any member of the tallying group to sign a message anonymously, making it impossible to identify 

the signer. The proposed system is implemented on a blockchain network that provides decentralization, immutability, 

and transparency. The voting process involves several steps, including registration, authentication, and ballot casting. 

The security of the proposed system is analyzed using threat modeling, and simulation results demonstrate its scalability 

and efficiency. 

INTRODUCTION 

Online voting systems have become increasingly popular as the internet and technology 

continue to advance. With this growth, it is necessary to create systems that are both reliable 

and secure. Blockchain technology has shown great potential in providing a secure and 

transparent platform for voting. However, challenges remain in ensuring voter privacy and 

preventing double voting in blockchain-based voting systems. 

This research paper proposes a solution to these challenges by using Elliptic Curve 

Cryptography (ECC) Blind Ring Signatures and Ring Signatures in a secure online blockchain 

voting system. The proposed system allows voters to cast their votes anonymously and 

securely, preventing their identity or voting choice from being revealed. Additionally, the 

system employs ring signatures to protect the identity of the voting commission member to sign 

messages anonymously as a member of the commission. 

The paper is organized as follows. Section 2 provides a review of related works in 

online voting systems and blockchain technology. Section 3 explains the proposed voting 

system in detail, including its architecture, the ECC Blind Signature scheme, and the Ring 

Signature scheme. Section 4 provides the results of the experiments conducted and their 

implications. Finally, Section 5 concludes the paper by summarizing the contributions and 

outlining potential areas for future research in this field. 
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LITERATURE REVIEW 

In [1], an effort to create a scheme for e-voting that achieves end-to-end verifiability and 

successfully demonstrates its usefulness is made by the authors Kashif Mehboob Khan et al. 

They attempt to utilize features of blockchain including cryptographic underpinnings and 

transparency. In order to demonstrate how well their suggested digital voting system works in 

practice and to guarantee the integrity of the voting process, the authors conclude by presenting 

a case study of the system in use. In [2] by scholars Uzma Jafar et al provides further criteria for 

scalable voting solutions and enables future research to bear in mind all the electoral 

requirements, benefits, and demerits of the offered solutions before proposing or developing 

any solutions. In [3], by Ruhi Tas, Ö. Ö. Tanriöver, it was suggested that blockchain systems 

can  actually offer answers to several issues that plague the existing electoral process, and that 

distant participation, safety and agility should be enhanced for long-term blockchain based 

electronic voting. The paper [4] by Nhan Tam Dang et al uses attribute-based encryption and 

the blockchain to propose a method for sharing protected data on P2P-based apps. The 

suggested approach was tested on a mobile p2p network that offers services for sharing and 

storing data securely. The authors go on to discuss how ABE may be utilized to overcome these 

restrictions by enabling fine-grained access control based on factors like user roles, locations, 

and times. The authors outline their solution, which utilizes ABE to exchange and encrypt data 

on P2P apps. 

The paper [5] by Diego Cagigas et al emphasizes the key potential advantages, costs, 

and dangers of blockchain for government, civil servants, and people while identifying the 

public services most likely to be impacted by its deployment. The application of blockchain for 

digital identification, public financial management, and the provision of public services are a 

few of the major topics that the authors notice in the research on blockchain in public services. 

They also bring attention to the difficulties and restrictions associated with deploying 

blockchain in the public sector, such as legal restrictions and the requirement for system 

interoperability.In the paper [6] by Yan Xu et al, the obstacles in applying food safety were 

studied, as well as the limitations with the blockchain technology itself. By identifying the 

tremendous potential of blockchain technology and its implications for food safety regulation, 

this study adds to the body of knowledge already available in the field of food safety.In the 

paper [7] by Rifa Hanifa Tunnisa and Budi Rahardjo, the recording technique is more secure as 

hash values and digital signatures are used to save the results of each polling place that is 

connected to the others. The proposed sequence in this system's blockchain creation process 

takes into account the fact that all nodes that take part in the process must be included in the 

Bitcoin system. The paper [8] implements a proof that allows voters to cast their ballots using a 

smartphone application that uses fingerprint and password biometric identification. 

In the paper [9] by Chaum D et al, the voters mark their ballots using optical scan 

technology in the first step of the two-stage voting procedure, and then they confirm their 

choices using a cryptographic receipt in the second. In order to ensure openness and 

accountability throughout the voting process, the receipts may subsequently be utilized to 

perform voter-variable audits of the election outcomes. Similarly, [10] by Dalia et al proposes 

both a commitment round to ensure fairness and a recovery round to allow for the disclosure of 

the election outcome if voters abort. It also provided a computational demonstration of the 

security of ballot secrecy. The authors of paper [11] discussed the implementation of 

blockchain-based electronic voting in real-world settings and extracted a set of qualities that it 

must possess. These attributes must be both publicly and individually verifiable. The author of 

[12] N. Baranov concludes that if people understand the benefits of distant electronic voting and 
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other digital advances in the political process, and if technical issues are resolved, it is feasible 

to legitimise the use of blockchain and other digital advancements in the conduction of remote 

elections. 

The objective of Richard Essah and Issac Ampofo Sr in [13]  is to categorize trends and 

other indications in order to provide research bibliometric analysis on biometric voting using 

IoT to send votes to a central system. The sample comprised of 267 different components. The 

data was processed, and the results were visually shown. Per the study, the body of knowledge 

on biometric voting which uses Internet of Things to transfer votes to a central system, is 

growing quickly, based on several relevant parameters. The paper [14] combines visual 

cryptography with picture steganography to provide a revolutionary method of online voting 

that increases system security without sacrificing system usability or speed. The voting system 

also uses a threshold decryption approach and a password hashing algorithm. The programme is 

created using web-based Java EE, and MySQL and Glassfish are integrated as its application 

server and database server, respectively. [15] implements a proof-of-concept of Bingo Voting, a 

novel voting system that is both verifiable and free of coercion. Bingo Voting is built on a 

reliable random number generator, demonstrating the usefulness of the system by allowing all 

expensive calculations to be relegated to a pre-voting phase that is not time-sensitive. Two 

coercion/vote buying attacks on voting systems are shown as justification for the new approach 

and demonstrate how risky it may be to allow the voter to add randomization to the voting 

system.  

The paper [16] by M Rosenfield examines the likelihood of success of common assaults 

in Bitcoin and the stochastic mechanisms that underlie them, while [17] demonstrates a secure 

voting system employing the RSA Key Encapsulation Mechanism, using a key derivation 

function together with unrelated keys for encryption and decryption. It has two levels: 

symmetric and public key layers. The three components of RSA are key creation, encryption, 

and decryption. The induction function of RSA-KEM, KDF3 built on SHA-256, is mostly used 

for key creation. AES key wrap provides key-wrapping capabilities. In [18] by Marino Tejedor-

Romero et al, end-to-end vote verification is made possible by a distributed, remote e-voting 

system based on mixnets, operations in the Galois field, and Shamir secret sharing. Due to their 

competing interests, parties take part in the network as nodes, safeguarding their own interests 

and preserving process integrity. The novelty is the secret-sharing among the political parties, 

which assures that no party may undermine the integrity of the ballot without being identified 

and identified in real time, and the computational and architectural scalability of the idea, which 

make it easy to execute. By contrasting and analyzing current security measures, separating the 

security risks in blockchain technology's six layers, and exploring and defining the various 

security attacks and challenges when implementing blockchain technology, the study [19] by R. 

F. Olanrewaju et al encourages theoretical research and the development of robust security 

protocols in the present and future distributed work environment. In project [20] the major goal 

is to create an E-voting system that is more secure, verifiable, and doesn't necessitate the 

presence of reliable individuals on every level. In addition to leveraging ring signature and 

fingerprint authentication for added protection, blockchain is used to make voting significantly 

safer. 
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PROPOSED WORK 

The proposed secure online blockchain voting system architecture is designed based on the 

MVC pattern as follows: 

 

Figure 1. MVC Architecture 

 

● The Model component of the system is the Ethereum blockchain, which provides secure 

and transparent data storage for the voting process. The blockchain serves as a tamper-

proof database for storing voting data, ensuring data integrity and transparency, with the 

Ethereum network providing a framework for blockchain creation and storage..  

● The Controller component is the smart contracts, which define the voting process logic 

and interact with the Model component to implement the voting process. The smart 

contracts ensure that each voter can cast only one vote and that the results are accurately 

counted and verified. They also utilize ECC Blind Signature and Ring Signatures to 

protect voter anonymity and prevent fraud. The public key provided by the blockchain is 

used for verification purposes by the ledger, while the private key is with the host. 

● The View component is the web application, which provides a user-friendly interface for 

voters to interact with the system. The web application communicates with the 

Controller to perform the necessary operations related to the voting process. It ensures 

that the user interface is intuitive and easy to use, while also enforcing security and 

privacy measures to protect voter anonymity and prevent double voting. 
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 By separating the system into these three components, we can ensure that each component 

performs its specific function effectively, leading to a more reliable and efficient voting system. 

The web application platform allows users to register and cast their vote securely and 

transparently. The registration phase requires voters to provide their unique ID, name, roll 

number, and mobile number, which are stored in a database. 

 

Figure 2.  Basic Structure of the Web-Application 

  To ensure the legitimacy of transactions, electronic digital signatures are used. These 

signatures verify that transactions are initiated by the rightful sender, as they are signed using 

the corresponding private key of the sender's public k. 

   ECC is a public-key cryptographic algorithm widely used in secure communication and data 

protection. ECC relies on the properties of elliptic curves over finite fields to encrypt and 

decrypt messages. ECC is an efficient cryptographic algorithm and is well-suited for resource-

constrained environments like blockchain-based systems. The ECC algorithm is based on 

defining a set of points on an elliptic curve over a finite field and a group operation to combine 

these points. A private key is used to generate a public key, which is a point on the curve. To 

encrypt a message, the sender generates a random number to create a point on the curve, which 

is then added to the recipient's public key to produce the ciphertext. The ciphertext can only be 

decrypted using the recipient's private key. 
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  Figure 3. Signature Block  

 Blind signatures are a form of digital signature that enables a message to be signed without 

disclosing its content. In ECC Blind Signatures, the message is encrypted using the sender's 

public key to generate a ciphertext. The ciphertext is then signed using the sender's private key 

to create a blind signature. The recipient can use their private key to decrypt the ciphertext, 

revealing the original message without disclosing the signature or the signer's identity. 

● Setup: Two parties, A and B, agree on a cryptographic hash function H, an elliptic curve 

E, and a generator point G on E. 

● Key generation: A generates a public/private key pair (P_A, d_A) on the elliptic curve 

E. B generates a public/private key pair (P_B, d_B) on the same elliptic curve E. 

● Blinding: A wants B to sign a message m for them without revealing the contents of the 

message. They choose a random blinding factor b and compute the blinded message m' 

= H(m||b) * G, where || denotes concatenation. A sends m' to B. 

● Signing: B receives the blinded message m' and signs it using their private key d_B to 

get s' = d_B * m'. B sends s' back to A. 

● Unblinding: A receives s' from B and unblinds it using their blinding factor b to get s = 

s' + b. A sends s to B. 

● Verification: B receives s from A and verifies that s * G = P_A + H(m||P_A) * P_B, 

where + denotes the elliptic curve point addition operation. If the verification succeeds, 

then B has blindly signed the message m for A. 

    In this algorithm, the requester generates a blinding factor b and blinds the message M by 

multiplying it with b. The requester sends the blinded message M' and a randomly generated 

point R = rP to the signer. The signer computes the inverse of the blinding factor b, computes 

the point R' = R + b^-1Q, where Q is the signer's public key, and signs the blinded message 

with the private key d. The signer sends the unblinded signature S = S' + br to the requester. The 

requester unblinds the signature by multiplying it with the inverse of the blinding factor b and 

verifies the signature by computing the verification point V = S'b^-1P + brP. The requester 

checks whether V = kP, where k is the signer's public key. If V = kP, the signature is valid. 
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       Ring signatures allow anonymous signatures, where the signer is a member of a group but 

their identity is kept confidential. Ring Signatures use a group of public keys, and the signer 

generates a signature that is valid for any of the public keys in the group using their private key. 

This makes it impossible to identify the specific member of the group who signed the message, 

providing anonymity. 

● Setup: A wants to sign a message m anonymously, and there are n possible signers: 

{P_1, P_2, ..., P_n}. A knows the public keys of all signers. 

● Key generation: Each signer j (1 <= j <= n) generates a public/private key pair (P_j, d_j) 

on the same elliptic curve E. 

● Signing: A chooses a random index i (1 <= i <= n) and a random blinding factor r. The 

value c = H(m || P_i || R) is computed , where R = r * G is a random point on the elliptic 

curve E and H is a cryptographic hash function. Then the signature value s = r - c * d_i 

(mod order(E)) is computed, where order(E) is the order of the elliptic curve group. 

● Verification: To verify the ring signature, anyone can compute s * G = R + c * P_i and 

check if it equals any of the public keys P_1, P_2, ..., or P_n. 

 We have implemented a modified and upgraded version of the base cryptographic functions 

henceforth referred to as SEC. 

   A self-executing digital contract known as a "smart contract" enables two or more parties to 

reach an agreement and automate the implementation of that agreement. In Ethereum, smart 

contracts are employed for a number of functions, including the creation and management of 

digital assets, the execution of financial transactions, and the automation of decentralized 

organization governance. By doing away with middlemen and lowering the possibility of fraud 

and mistake, they provide a more transparent and efficient method of doing business. 

Implementing blind signature in Ethereum using smart contracts provides security, 

transparency, efficiency, immutability, and cost-effectiveness in executing the signature 

process. Ether, the Ethereum network's native coin, is used to carry out smart contracts. A 

consensus algorithm is used by a network of nodes to validate a smart contract after it has been 

performed. 

 

Using smart contracts, we can implement blind and ring signatures to the contract. 

● Generate public and private keys for the signer using the secp256k1 curve. This is the 

same curve used in Ethereum for generating account addresses and signatures. 

● Create a smart contract that defines the parameters of the blind signature protocol. This 

can include the public key of the signer, the message to be signed, and the blinding 

factor. 

● The user generates a random blinding factor and uses it to blind the message. The 

blinded message is then sent to the smart contract for signature. 

● The smart contract receives the blinded message, verifies that the blinding factor is 

valid, and signs the blinded message using the signer's private key. 

● The smart contract returns the blinded signature to the user. 

● The user unblinds the signature using the inverse of the blinding factor and obtains the 

final signature. 
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Figure 4. Sample Smart Contract 

   The consensus mechanism in a blockchain network helps to ensure that all the distributed 

ledgers maintained by the network's peers are identical copies. This minimizes the risk of 

fraudulent transactions by preventing any unauthorized changes to the ledger. A cryptographic 

hash function, the SHA3 hashing algorithm, is used to generate a unique checksum for each 

block in the chain. This checksum serves as an indicator of any tampering with the data in the 

block, as even the slightest modification in the input data of a transaction will result in a 

different hash value. This makes it difficult for malicious actors to corrupt the transaction data. 

SHA3 algorithm is chosen for its various advantages over previous hashing algorithms such as 

SHA256. It is more secure, uses a different hashing approach, making it less vulnerable to 

attacks such as length extension attacks, and more resistant to collision attacks. SHA3 is also 

faster on some hardware due to its parallel processing optimization, unlike SHA256, which is 

optimized for sequential processing. Lastly, it is more flexible than SHA256, with a variable 

output size, allowing it to produce hashes of different lengths. The benefits of SHA3 over 

previous hashing algorithms make it a more efficient and secure consensus mechanism for 

blockchain-based applications like e-voting. 

The voting scheme is divided into four phases:  

● During preparation the voter fills in a ballot and sends it after blinding and signing to the 

validator.  

● In the administration phase the validator signs the message and sends it back to the 

voter.  

● The voter in the voting phase then unblinds the signature and casts his vote onto the 

immutable ledger. After the vote is finished the voter opens his vote by sending his 

commitment key. 

● In the results phase, the processing and tallying of votes are performed, and the results 

are displayed on the website. Users can verify their votes using their public key, which 

provides transparency to the voting system.  
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     Figure 5. Voting Scheme 

   

   When a user logs in and accesses the app, they are shown a voting interface that lists the 

candidates for office or the ballot items up for vote. After choosing their chosen candidate or 

viewpoint, the user would next cast their ballot. The vote would then be transmitted by the app 

to the backend, which would use the Ethereum blockchain to interact with it and record it on a 

secure ledger. The election's regulations, such as how many votes are needed to win and how 

long the voting session will last, will be encoded in the smart contracts. Moreover, the smart 

contracts would stop double voting. 

   The validator does not know the contents of the message being signed, as it is blinded by the 

user. However, the validator is responsible for ensuring that the signature is valid and has not 

been tampered with. To do this, the tallier verifies the signature using the signer's public key, 

which they previously obtained during the setup phase. Once the validator has verified the 

signature, they send it back to the voter, who then unblinds the signature to obtain the valid 

signature for the original message. The validator plays an important role in ensuring the validity 

of the signature while maintaining the privacy of the signer. They act as a trusted intermediary 

between the voter and the tallier, and their main responsibility is to verify the validity of the 

signature and maintain the privacy of the voter. 
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   The administrator in the e-voting system with blockchain technology has the responsibility of 

managing the election. They have access to a dashboard that allows them to set up the voting 

rules, candidates or issues being voted on, monitor the voting process and results. During the 

voting period, the administrator would oversee the process and address any issues or 

irregularities. They would then analyze the results and declare the winner using the transparent 

and auditable record provided by the blockchain ledger 

   This approach ensures the integrity of the voting system, preventing any potential fraudulent 

activities while providing a secure and transparent voting experience for users. 

 

RESULTS AND DISCUSSION 

Our research results show that this voting system achieves a high level of security and 

transparency. ECC Blind Signature is used to ensure voter anonymity and prevent tampering 

with votes during transmission. Ring Signature further enhances security by allowing group 

signatures that make it difficult to trace the origin of a vote, further providing a degree of 

protection against attempts at outside coercion and interference in a voting scenario. 

   We evaluated the performance of our system using several metrics, including voting process 

accuracy, transaction verification speed, and security level. Our research findings indicate that 

the system is highly accurate and secure, with a low error rate and no tampering detected during 

testing. The use of blockchain technology ensures that all transactions are recorded on the 

network, which increases transparency and prevents the manipulation of election results. The 

blockchain network also enables transparent and auditable voting processes, which are essential 

for ensuring election integrity. 

 

Figure 6. FOO vs SEC contrast- Time and Key Length parameters 

   Compared to previous interpretations of the concept, our implementation shows considerable 

improvement. Contrasting our implementation to FOO as implemented in [21], we see our 

project shows marked improvements on several parameters. 
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 Figure 7.  Screenshot of the Web-Application 

 

CONCLUSION 

The proposed system offers a secure online voting solution that maintains voter privacy 

and ensures the integrity of the vote. The use of ECC blind and ring signature techniques 

provides an additional layer of security to the voting process, making it more resilient to attacks. 

The system's implementation is flexible and can be adapted to various applications, including 

shareholder voting, college and other institution elections, and other online voting systems. It is 

important to note that our contracts are executed on the Ethereum blockchain, which means that 

the voting application can be accessed from anywhere that can run a browser, regardless of 

location, platform, or device. This allows for a high degree of flexibility in terms of 

accessibility and convenience for voters. 

The scope of our project is limited to small-scale polls and elections, such as those held 

within a college or corporation. We acknowledge that a larger voting process with millions of 

voters may present different challenges that need to be addressed. One of the main limitations 

of the Ethereum network is its scalability, which is still an area that requires further research. 

Therefore, we cannot yet recommend the use of our contracts for nation-wide elections or other 

large-scale voting processes. Nonetheless, the accessibility and flexibility of the voting 

application we have developed makes it a useful tool for other small-scale voting processes in a 

variety of contexts. 
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